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Onpenenenus

AyTeHTHUKALUA OTIPABUTENS JAHHBIX — IOATBEpPXKJIECHHE TOrO, YTO OTIPABHTEINb
TMOJIyYEHHBIX JaHHBIX COOTBETCTBYET 3asIBICHHOMY.
bBesonacHocTs HMH(pOpMAaMM, B TOM YHUCJIE IEPCOHAIBHBIX JAHHBIX — COCTOSIHHE

3AIUIIEHHOCTH HH(OPMAIMH, XapaKTepu3yeMoe CIOCOOHOCTBIO TMOJB30BATENEH, TEXHHYECKHX
cpeacTB W UHGOPMALMOHHBIX TEXHOJOTHH O0€CHeYHTh KOH()HICHUMAILHOCTD, LEIOCTHOCTh H
JIOCTYITHOCTh HH(pOPMAIUH, IpH ee 00paboTke B HHPOPMALMOHHBIX CHCTEMAX.

BrnokupoBanue HHpOpMANMH — BpEeMEHHOE IpekpamieHHe oOpaGoTku uH(opmauuu (3a
MCKITIOUEHHEM CITy4aeB, eciii 00paboTka HeoOX0AuMa I YTOUHEHHS HHOPMALHH).

Bupyc (KOMIBIOTEpPHBIH, IPOrpaMMHBIH) — HCIOJHAEMBIH IIPOrpaMMHBIM KOJX HJIH
MHTEPIPETUPYEMBIi HabOp HHCTPYKLHMH, oOiajarolMi CBOMCTBAMH HECAHKIIHOHHPOBAHHOIO
pacrpocTpaHeHHss U caMoBocIpou3BesieHus. Co3nanHble TyOIHKaThl KOMIBIOTEPHOIO BHpYCa HE
BCETr/la COBIANAIOT C OPUTHHAJIOM, HO COXPAHSIOT CIOCOOHOCTD K JaJIbHEHIEMY PaclipOCTPaHEHHIO
¥ CaMOBOCIIPOU3BEIEHHIO.

BpenoHocHas mporpaMma — IporpaMma, IpeIHasHa4Ye€HHas JUld  OCYIIECTBIICHHS
HECAHKIIMOHHPOBAHHOTO JOCTyNa M (WiIM) BO3JCHCTBHS Ha 3alMIIAEMYI0 HHPOPMALMUIO HIIHU
pecypcbl HHGOPMALIMOHHON CHCTEMB.

Bamumaemas HHGopMalus — HHGOpMaUHs, SBISIOMA’ICS NPEIMETOM COOCTBEHHOCTH H
ToJIIexkalas 3aluTe B COOTBETCTBUHU ¢ TPeOOBAHUSMH ITPABOBBIX JOKYMEHTOB HJIM TPEOOBaHHUSIMH,
yCTaHaBJIHBaeMbIMH COOCTBEHHHKOM HH(pOpPMALIUH.

Wnentudukanus — NpucBoeHHe CyObeKTaM U 00beKTaM J0CTyna HACHTHHUKATOpa U (HITH)
CpaBHEHHE TIPEIbSBIIIEMOr0 HACHTH(HHUKATOPA C NIEPEYHEM IIPHCBOEHHBIX HACHTH()UKATOPOB.

WHpopMaTUBHBIN CUIHAI — IEKTPHYECKHE CUTHAIIBI, aKyCTUYECKHE, JIEKTPOMarHuTHhIE U
npyrue (U3UYecKHe IoJIs, MO MapaMeTpaM KOTOPBIX MOXET OBbITh pacKpbiTa KOH(QUIEHIMAIbHAS
uH(opmarus (nepcoHalbHble JaHHbIE) 00pabaTeiBacMasi B UHPOPMALMOHHON CUCTEME.

WHdopmanmoHHas cucteMa — COBOKYITHOCTh COZiep Kaluxcs B 6a3zax JaHHBIX HHPOpPMALUHY,
1 obecreunBaOIHX ee 00paboTKy HHYOPMALMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPEICTB.

WHpopMannOHHBIE TEXHOJIOTHH — IIPOLIECCHI, METOIBI IIOMCKa, cOOpa, XpaHeHus, 00paboTKH,
NPEIOCTaBICHHUS, pacpoCTpaHEHHsI HHPOPMALUK U CIIOCOOBI OCYLIECTBICHUS TAKUX TPOIIECCOB H
METO/IOB.

Wcrounuk yrpo3sl 6e3onacHOCTH HHPOpMaIHH — CyOBEKT JOCTYIa, MaTepUaIbHbI 00bEKT
WK  (U3MYECKOE SBJICHHE, SBIAIOIIMECS TMPUYMHOW BO3ZHMKHOBEHHs Yrpo3bl 0e€30macHOCTH
UH(pOpMaLHH.

Konpuznenuuanbuocts uHGopManuu — obs3aTeNbHOE Ui COONIOEHUS ONEPaTOpPOM HIIH
MHBIM TIOJIyYHBIIHM JOCTYN K HHpOpManuu (MEepCOHAIBHBIM JaHHBIM) JIMLOM TpeOOBaHHE He
JIOITyCKaTh UX pacrpocTpaHeHue 6e3 cornacus cyObeKTa NepCOHAIbHBIX JaHHBIX MM HAJTHYHS HHOTO
3aKOHHOT'O OCHOBaHHMA.

MexceTeBoi dKpaH — JIOKalbHOE (OZHOKOMIIOHEHTHOE) MM  (YHKIHOHAIBHO
pacrpeesieHHOe MporpaMMHOe (IpOrpaMMHO-AINapaTHOE) CPEACTBO (KOMILIEKC), peau3yrolee
KOHTPOJIb 3a HHpOPMaIHEeH, ocTynaromed B ”HGOPMALMOHHYIO CUCTEMY U (WJIH) BBIXOISALICH H3
HH()OPMAIIHOHHON CHCTEMBI.

Hapymmutens 6e3omacHOocTH HMHGOpMamuu — (U3MYECKOE JIMIO, CIy4alHO WM
NpeIHAMEPeHHO COBepluaiomiee ACHCTBHS, CIEICTBHEM KOTOPHIX SBISETCS HapylICHHE
Oe3omacHOCTH MHPOPMALMK NpH UX 00pabOTKe TEXHHYECKMMH CPEACTBaMH B HH(OPMALMOHHBIX
CHCTEMAX.

HecaHKUMOHUPOBAHHBIM JOCTYNl (HECAHKI[MOHMPOBAHHBIC JEHCTBHSA) — JOCTYN K
WHGOpPMaIMK WM AEHCTBUS ¢ MH(pOpMalMel, Hapyllalolye MpaBuia pa3srpaHUYeHus J0CTymna ¢
HCII0JIb30BAHHEM IITATHBIX CPEJICTB, IIPEA0CTaBIsIeMbIX HHPOPMAIIMOHHBIMU CUCTEMaMH.

Hocurenp uHpopmanuu — (U3HUECKOE JHIO HWIH MATEPHAIbHBIH OOBEKT, B TOM YHCIIE
bu3uyeckoe 1oJie, B KOTOPOM MHPOpMALMs HAXOAUT CBOE OTPaKCHHE B BUJE CUMBOJIOB, 00pa3oB,



CUTHAJIOB, TEXHHYECKHX DPEIIEHMA M IPOLECCOB, KOIMYECTBEHHBIX XapaKTEPUCTHK (DPU3MYECKHX
BEJIHYHH.

OGe3nuuuBaHue MEPCOHATBHBIX JAHHBIX — JEHCTBHS, B pe3ysibTare KOTOPHIX CTAHOBHTCS
HEBO3MOXKHBIM 0€3 MCIOJIB30BaHHs JOMOJHUTEIBHOW HHPOPMALIMU ONpeIeIUTh IPUHAIEHOCT
NIEPCOHAJIbHBIX JJaHHBIX KOHKPETHOMY CyOBEKTY NEPCOHATBHBIX JaHHBIX.

O6paboTka MHGMOpManuu — moboe jeicTBHe (Omepanus) WIM COBOKYIHOCTh eHCTRHUIA
(omepanuif), coBepIIaeMBIX C HCIIOJIB30BAHHEM CPEICTB aBTOMATH3allMM WM 0€3 MCIIOJIb30BAHUS
TaKUX CPEACTB ¢ MH(popManKeH, BKI0Yas cOop, 3auch, CHCTEMATH3ALMIO, HAKOIICHHE, XPaHEHHE,
yTouHeHHe (OOHOBJICHHE, H3MEHEHKE), U3BJICUEHHE, UCIIOIB30BaHME, Ilepeaady (pacnpocTpaHeHH e,
NpesoCTaBICHHE, I0CTYI), 00e3/IMuMBaHKe, GIOKHPOBAHHUE, YyaleHHe, YHHUTOXEeHHE HHPOPMALIHH.

Onepatop — rocyaapcTBEHHBIH OpraH, MYyHHUMIIQIBHBIA OpraH, IOPHAMYECKOE HIIH
(usryeckoe JIMIO, CaMOCTOATENBHO MM COBMECTHO C JPYTHMH JIMIAMH OPraHM3YIOIee H (HIIH)
ocymecTBisiomie 00paboTKy MHGOpPMAUMM, a TaKXkKe ONpeAENAIOIKME IedH 06paboTKH
uH(OpManKMK (NIEPCOHANBHBIX JAHHBIX), COCTaB HHGOpMauud (MEpCOHATBHEIX JAHHBIX),
noanexaumux o0paboTke, NEHCTBHA (ONepaluy), coBepiIaeMbie ¢ HHpopMalme (mepcoHaTbHbIMHU
JIAaHHBIMH ).

[lepexBar (MH(OpMalLKK) — HEMpaBOMEpPHOE MOJyYeHHE WHPOPMAIMH C HCIOIB30BAHUEM
TEXHHYECKOTO CPE/ICTBA, OCYLIECTBISIONIET0 0OHApyKEeHHE, TpHeM i 00paboTKy MH()OPMATHBHBIX
CUT'HAJIOB.

Ilepconanbuble nanHble — mobas HHpOpPMALKS, OTHOCAASCH K MPSAMO HIM KOCBEHHO
ONpe/IeIEHHOMY, HIIH OlpeziensieMoMy usuueckoMy JHIy (CyOBEKTY epCOHATBHBIX JaHHBIX).

IlpaBuna pasrpanuyeHust 1OCTyna — COBOKYIHOCT IPAaBWJI, PErIAMEHTHUPYIOIIHX MpaBa
J0cTyna cyObeKTOB JOCTyNna K 00BeKTaM JI0CTyIIa.

[Iporpammuast 3akiazka — KOA MPOrpaMMBbl, MPEIHAMEPEHHO BHECEHHBIH B IPOrpamMMy ¢
LEJIbIO OCYLIECTBUTD YTEUKY, U3MEHHUTh, OJIOKMPOBATh, YHHYTOKUTH HHPOPMALIMIO MJIH YHHYTOKHUTE
¥ MOIH(UIMPOBATH IPOrPaMMHOE ObecreueHne HHPOPMALIMOHHOM CHCTEMBI U (HIIH) 6J10KMpOBATH
anmnapaTHbIE CPEJCTBA.

IIporpaMmHOe  (IIPOrpaMMHO-MATEMATHYECKOE) BO3LEHCTBHE — HECAHKIHOHHPOBAHHOE
BO3/ICHCTBHE HA PECYpChl aBTOMATH3MPOBAHHOH MH()OPMALMOHHOM CHCTEMBI, OCYIIECTBISEMOE C
MCII0JIb30BAaHUEM BPEIOHOCHBIX IIPOrPaMM.

Pacrnipoctpanenue 1epcOHaNbHBIX JAHHBIX — NEHCTBHS, HANpPABJCHHBIE HA PACKPBITHE
NePCOHAJILHBIX JIaHHBIX HEONPEACIEHHOMY KPYTY JIHII.

CpencTBa BBIMHCIHTENBHON TEXHHKH — COBOKYIHOCTh IIPOTPAMMHBIX M TEXHHYECKHX
JIEMEHTOB CHCTEM OOpabOTKHM NAHHBIX, CIIOCOOHBIX (DYHKIMOHHPOBATH CAaMOCTOSATEIBHO WM B
COCTaBE APYTHX CHCTEM.

Cy0pekT focTyna (CyOBeKT) — JIMIO HIIM IPONece, AEHCTBHS KOTOPOTO PErIaMEeHTHPYIOTCS
TpaBHJIaMH pa3rpaHUYEHHs JI0CTYIIA.

Texun4eckue cpeacTBa HHPOPMALIMOHHON CHCTEMBI — CPEACTBA BEIYUCIMTEIBHOM TEXHHKH,
HH(OPMALMOHHO-BbIYUCIUTETbHBIE KOMILIEKCHI H CETH, CPEACTBA M CHCTEMBI IIepeayH, npueMa u
oOpabotku  uHOpMalUMu  (CPEACTBA M CHCTEMBI  3BYKO3AIlUCH,  3BYKOYCHJICHHS,
3BYKOBOCIIDOM3BEICHHUS, NEPETOBOPHBIE M TEJIEBU3HOHHBIE YCTPOWCTBA, CPEJCTBA M3TOTOBIIEHHMS,
TUPOKMPOBAHUS JIOKYMEHTOB M JPyI'ie TEXHUYECKUE CpeicTBa 00paboTKH pedeBoii, rpaduueckoii,
BH/I€0- U OYKBEHHO-1M(POBOH MH(OPMALMHK), IPOrPaMMHBIE CPECTBA (ONEPALHMOHHBIE CHCTEMBI,
CHCTeMBI yNpaBiieHUs 0a3aMu JaHHBIX H T.I1.), CPEJICTBA 3ALIMTH HHPOPMAIHH).

Tpaucrpannynas nepenauya uHoOpManMu — nepegaya HUHGOPMALMHM HA TEPPHTOPHIO
MHOCTPaHHOrO TOCyJapcTBa OpraHy BIIaCTH HHOCTPAHHOIO TOCYAapCcTBa, HHOCTPAHHOMY
(huzruecKOMy JIHIly HIIH HHOCTPAHHOMY IOPHAMYECKOMY JIHILY.

Yrpo3sl Ge3onacHOCTH MHGOPMAIMH — COBOKYIHOCTH YCIOBHH M (DAKTOPOB, CO3JAMOLINX
OMacHOCTh HECAHKIHOHHPOBAHHOrO, B TOM WYHCJIE CIy4alHOro, HOCTYna K HH(pOpMaLHH
(mepcoHaNbHBIM JJaHHBIM), PE3YJIbTAaTOM KOTOPOLO MOXET CTaTh YHHUTOXEHHE, H3MEHEHHE,
OnoKHpOBaHWEe,  KONMPOBAHHE,  pAacHpOCTpaHeHHE  MHPOPMAUMH, a  TAKKE  HHBIX
HECaHKIIMOHMPOBAHHBIX IEHCTBUM NPH MX 00paboTke B HHPOPMALIMOHHOM CHCTEME.



YHUYTOXKEHHE nmbopMaunn = lICﬁCTBPIﬂ, B p€3YyJIbTaT€ KOTOPBIX HEBO3MOXXHO BOCCTAHOBUTH
coziepxkanie HHpOpMALMK B MHPOPMAIHOHHOH CHCTEME HIIH B PE3YJIbTaTe KOTOPBIX YHHUTOKAIOTCS
MaTepHaJIbHbIE HOCHTENIH HH)OPMAIIHH.

YTeuka (3amumaeMoil) WHQOPMALMM MO TEXHHYECKHM KaHAIaM — HEKOHTPOJIMpYeMoe
pacnmpocTpaHeHHe HHOPMALMK OT HOCHTENS 3alHIaeMoi HH(opMaIuH uepe3 GU3HIECKYIO CpeLy
JI0 TEXHUYECKOTO CPEJICTBA, OCYIECTRIISIONIErO epexBaT HH(OPMALIHH.

[lenocTHoCTs MHGOPMANMH — CIOCOGHOCTH CPENCTBA BBIYMCIMTENBHON TEXHUKH HIIH
aBTOMAaTH3MPOBAHHOH CHCTEMBI 00ECICYHBATH HEU3MEHHOCTh HHOPMAIIMH B YCTIOBHSIX CIIY4ai{HOTO
/WA TIpeJTHAMEPEHHOTO HCKaXKEHHsl (Pa3pyIleHHus).



BBenenue

Hacrosimas Ilommrrka omeparopa B OTHOIIEHHH 0GpaGOTKH 3alMINaeMOil HH(pOpMaIHK
(nanee — Iloymrrka), paspaGorana KonrpossHo-cueTHol nanaroit Psazanckoi o6nacTy u onpenenser
OCHOBHBIE LI€JIH M 33/1a4H, a TAKXKe OOLIYIO CTPATETHIO OCTPOCHUS CUCTEMbI 3aLIMThI HHPOPMALIUH
(C3M) KonrtponbHo-cuetHol nanatsl Pssanckodt o6nactu. ITonmuTuka ompemenseT ocHoBHbIE
TpeOoBaHHs W 0asoBble MOAXOAbl K HX PEAIM3alMH, MUI IOCTHKEHHS TPeGyeMOro ypoBHS
Oe3omnacHOCTH 3alUUIIaeMOl HHPOPMALIHH, B TOM YHCIIE IEPCOHATBHBIX JaHHBIX (1anee — [1]TH).

[lomutrka paspaboraHa B COOTBETCTBHHM ¢ CHCTEMHBIM IOAXOAOM K OOECTeueHHIo
HH(OPMAIHOHHOA 6e30MacHOCTH, KOTOPBIH IIpe/noNaraeT IPOBEAEHHE KOMILIEKCa MEPOIPHSTHIA,
BKJIFOHAIOIIMX HCCIIENI0BaHKEe Yrpo3 MH(OpPManHOHHON 6Ge30MacHOCTH M pa3paboTKy CHCTEMBI
3aIIATH HHPOPMALWH, C TIO3HIHMH KOMILIEKCHOTO IIPUMEHEHHs TEXHHYECKHX H OPraHH3aLHOHHbIX
Mep U CPE/ICTB 3allUTHI.

[lon wnHpOpmauOHHON Ge30mMacHOCTBIO  3alMIIAEMON HMHPOPMALMH [OHHMAETCS
3ALUIIEHHOCTh HHpOpManuK B 06pabaThiBaolell ee HHPACTPYKTYpe OT JIFOBBIX CIIyHaiHbIX HIIH
3/I0HAMEPEHHBIX BO3JCHCTBHH, PE3yJIbTATOM KOTOPBIX MOXET ABHTHCS HaHECEHHE yiepba caMoii
uHpopmanuK, ee BiIajeNbuaM HIM HHppacTpykType. 3amauM HH(DOPMALMOHHONW GE30MacHOCTH
CBOJATCS K MHHUMH3ALMH yiep0a oT BO3MOKHOH pealn3aluy yrpo3 6e30MacHOCTH 3allMIaeMoi
MH(OpMaIIKH, a TaK)Ke K IPOrHO3UPOBAHHIO U MPEIOTBPAICHHIO TAKHX BO3AEHCTBHIA.

[lonuTHKa CITY)KUT OCHOBOM 1A pa3pabOTKH KOMILIEKCA OPraHHU3alMOHHBIX U TEXHHYECKHX
Mep 1o obecrieyeHuI0 MHGOpMalHOHHON Ge3onacHocTH KOHTPOIBbHO-CYeTHOM manaTsl PsS3aHCKOI
00JacTH, a Tak)ke HOPMaTHBHBIX M METOAMYECKHX JOKyMEHTOB, 00€CICYHBAIONINX €€ peanu3aiuio,
U HE IPE/ITOIaraeT MOAMEHbI GyHKIK#H rocy1apcTBEHHBIX OpraHoB Biactu Poccuiickoii Genepauun,
OTBEHAIOIIMX 3a o0ecmeyeHne 06e30MacHOCTH HMH()OPMALMOHHBIX TEXHOJNOTHH U 3aLIUTY
uHpopmaiuu, B ToM uucie [1/JH. [ToauTuka SBIsSeTCS METOAOIOTHYECKON OCHOBOM [UIA:

NPUHATHS YIIPABJICHYECKUX PEIICHHH H pa3pabOTKH NMPaKTHYECKHX MEP MO BOIJIOMICHHIO
NOJMTUKY G€301MaCHOCTH 3alHINAaeMOl HHPOPMAIMK M BEIPaGOTKH KOMILIEKCA COTIACOBAHHBIX Mep
HOpPMATHBHO-IIPABOBOT0,  TEXHOJIOTHYECKOrO0 W  OpPraHH3allHOHHO-TEXHHYECKOTO  XapakKTepa,
HaNpaB/ICHHBIX HA BBIABJICHHE, OTPAXCHHE W JIMKBHMIAIMIO MOCIEACTBUM peaTn3aluy Pa3IHuHbIX
BH/IOB YIpo3 3alHIaeMOX HHPOpMAIIHH;

KOOpIIMHALIMH JEATeJIPHOCTH DPAOOTHHKOB MPH MPOBEACHHH paGOT MO pa3sBHTHIO W
9KCIUTyaTalii HH(POPMAIIHOHHBIX CHCTEM C COOIII0IeHHEM TpeGoBaHHIT 00ecTeuerH s 6e30MacHOCTH
3aIMIaeMon HHGopMaIuu;

pa3pabOTKH  NpPEUIOKEHHH 1O  COBEPLIEHCTBOBAHHMIO MPABOBOTO, HOPMATHBHOTO,
METOIMYECKOr0, TEXHUYECKOr0 M OpraHM3allMOHHOrO obecreyeHus GE30MacHOCTH 3allMIIaeMoil
uHpopmanuu KoHTpoIbHO-CUeTHOM nmasaTsl Ps3anckoit o6macTy.

[lonuTuka pa3paborana Ha OCHOBAHHUH:

QenepanbHoro sakona ot 27.07.2006 Ne 149-03 «O6 undpopmanuy, HHOOPMALKOHHBIX
TEXHOJIOTHSX M O 3aIIUTe HHPOPMAIHK,

®GenepainbHoro 3akona ot 27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX JaHHBIX?,

[Tocranosnenuns IlpaButenscrtBa Poccuiickoit ®enepanmu or 01.11.2012 Ne 1119 «O6
YTBEPXKICHHH TpeOOBAHWHA K 3aUMTE MEPCOHANBHBIX MNAHHBIX MNpPH HX 00paGoTke B
HH(POPMaIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX),

IIpukaza ®Cb Poccuu ot 10.07.2014 Ne 378 «O6 yreepkaennn Cocrasa u coJiepKaHHUs
OpraHM3alHOHHBIX U TEXHHIECKHX Mep 110 00ecreyeHnIo 6e30aCHOCTH ePCOHAIBHBIX IaHHbIX IIPH
uX 00paboTKe B HHPOPMALMOHHEIX CHCTEMAX MEPCOHANBHBIX JAHHBIX C HCTIOIB30BAHHEM CPE/ICTB
KpHnTOrpaQuyeckol 3amuThl MHGOPMALMH, HEOOXOAMMBIX I BBIIOIHEHHS YCTAHOBIEHHBIX
IIpasurensctBom Poccuiickolt ®enepaunn TpeGoBaHHil K 3alMTE IEPCOHATBHBIX AAHHBIX JUIS
KaXX7I0r0 U3 YPOBHEH 3aIlUIIEHHOCTH,

Ilpukaza ®CTIK Poccun or 18.02.13 Ne 21 «O6 yrsepxknenun CocraBa u conepykaHus
OpraHH3aLHOHHBIX ¥ TEXHHIECKHX MEP 110 00eCreyeH IO 6e30I1aCHOCTH NEPCOHATBHBIX JAHHBIX TPH
1X 00paboTke B HHHOPMALIMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIXY,



ITpukaza ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepxnenuu TpeGosanuit o 3aumre
MH(pOpPMALMH, HE COCTABIAIOIEH IOCYIApCTBCHHYIO TaiHY, COACPXKAIIEHCS B rOCYAapCTBCHHBIX
HH(POPMAIMOHHBIX CHCTEMAX).

1. OOuue nonoXKeHus

Llenpto Hacrosmed [lonuTuku siBasercss obecnedeHue O€30MAaCHOCTH  3alMINAEMOH
ur(opMaiuu, B ToM 4ucie [1/IH, KOHTpopHO-cueTHO#H nmanaTsl Pa3anckol 00/1acTh OT BCEX BHJIOB
yrpo3, BHCIIHHX H BHYTPCHHHX, YMBIIUICHHBIX H HEIIpEeAHaAMEPECHHBIX, MHHHMH3aIllUs ymep6a oT
BO3MOYKHOM peayu3aliiu yrpo3 6€301macHoCcTH HHPOpMAaIIHH.

BezonacHocTh  3amiMiiaeMod  HHQOpMaLMH,  JOCTHIaeTcs  IyTeM  HCKIIIOUEHHS
HECAHKLMOHMPOBAHHOTO, B TOM YHCJEe CIY4alHOTo NOCTYNa K 3allMIIaeMod HH(opmaiuw,
pe3yJIbTaTOM KOTOPOI'O MOXET CTaTb YHHUYTOXEHHUE, U3MCHCHHUC, 6JIOKHp0BaHHC, KOIIHPOBAHHUE,
pacrpocTpaHeH e 3alUiaeMoil HHPOPMAIiH, a TAK)Ke HHBIX HECAHKIMOHUPOBAHHBIX [ICHCTBU.

Bamminaemas MHGOpMaNUs, U CBS3aHHbIE C HEH pPeCypChl JODKHBI OBITh JOCTYIHBI ISt
aBTOPH30BAHHBIX MOJIb30BaTeNed. JIOIDKHO OCYIIECTBISTHCS CBOEBPEMEHHOE OOHapyXeHHE H
pearupoBaHKe Ha yrpo3bl 6€30MaCHOCTH 3allHIaeMoi HHOpMaIMH.

2. O6nacTe nedcTBUS

Tpe6oBanus Hacrosuiei [TonuTHkH pacnpocTpaHsAIOTCss Ha BeeX pabOTHHKOB KOHTpO/IBHO-
CUEeTHOM manartsl Pa3anckoi 061acTu (IUTaTHBIX, BDEMEHHBIX, pabOTaIOIKX 110 KOHTPAKTy U T.I1.), &
TAK)KE BCEX MPOYMX JIUII (TOAPSTIUKH, Ay IUTOPHI H T.IL.).

3. Cucrema 3amuThl “HGOpMaUH

3.1. Opranu3anuonnsie Meponpustus C3U:

nepevyeHb COTPYJHHKOB, OCYIIECTBISIOMX 00paboTKy 3amumiaeMod HHpopManuHu, He
colepiKalleil CBEJCHHs, COCTABILSIOIIME TOCYJapCTBEHHYIO TaiHy, M HMMEIOMHUX JOCTyl K
oOpabarbpiBaeMoiil  3amMIiaeMoii HHGOpMAILMH, HE COJAepXKalled CBEACHHs, COCTaBJIAIOIIHE
roCy/1JapCTBEHHYIO TalHY;

nepeveHb COTPYIHUKOB, OCYIIECTBIAIOMUX 00paboTKy NepCOHATBHBIX JIaHHBIX U HMEIOIIMX
JIOCTYTI K TIEPCOHATBHBIM JTaHHBIM;

rnepeyeHb MOMEIIEHUH, B KOTOPIX pa3MelleHa HHYOPMALlMOHHAs CHCTEMA;

NOPSJIOK JIOCTYNA COTPYAHUKOB B IMOMEIIEHHS, B KOTOPHIX OCYyIIECTBIsETCS 00paboTKa
3alIMIIaeMol HH(OPMAIIHH, He COEpIKaIleH CBEICHHUS, COCTABIIAIOIHE rOCyIapCTBEHHYIO TakHY;

TIIepeyeHb Mep, HallpaBJICHHBIX Ha BHINOJIHEHHE TpeOOBaHUMN 3aKOHOJATENbCTBA Poccuiickoii
®enepauun B 001aCTH 3aIMUTHl HHGOPMAIMK C HMCIOJIB30BAHHEM CPEJCTB KPHNTOrpaduyueckoi
3IATBHI;

epeyYeHb COTPYJHHUKOB, AOMYIIEHHBIX K paboTe ¢ KpUNTOCPEACTBAMH, NTPeIHa3HAYEHHBIMH
s obecnieueHus 0€30MacHOCTH 3allMInaeMod HHGOpPMALUH, HE COAEpXKalled CBeNeHus,
COCTaBJIAIOIINE FOCYJAPCTBEHHYIO TalHY;

MepeyeHb IOMENICHUH, T/le pa3MELIeHbl HCIONb3yeMble KPUITOCPEICTBA, XPaHATCS
KPHUIITOCPECTBA;

NepeYeHb JIMI, HMMEIOUMX JOCTYyll B IIOMELIEHMs, [J€ pa3MEIIEHbl HCIOIb3yeMbIe
KPHMIITOCPE/CTBA, XPAHITCS KPUIITOCPEACTBA U (MJIH) HOCUTENH KIIIOUEBOH, ayTEHTUUIMPYIOLIEH 1
1apoJIbHOM HH(POPMAIIHH KPHIITOCPEICTB;

NOPSAIOK JA0OCTYIIA B IOMEIIEHHUS, TJI€ Pa3MeLeHbI HCIIOJIb3yeMble KPUIITOCPEICTBA, XPaHATCS
KPHMIITOCPEACTBA M (WJIM) HOCUTENN KIIOYEBOH, ayTeHTU(GUIUPYIOLIeH U NapoiabHOM MH(opMaiuu
KPHIITOCPE/ICTB.



3.2. Texuuueckue cpeacrsa C3U:

ueHTH(UKAIMS U ayTeHTHUKALKS CyOBeKTOB TocTyna H 06bekToB AocTyna (MAD);

yIIpaBJIeHHE JOCTYIIOM CyOBEeKTOB JocTyna K oobexram gocryna (YII);

orpanuyenue nporpaMmmHoi cpensl (OI1C;)

3al[MTa MAIIMHHBIX HocuTened uadopmanuu (3HN);

perucrpanus cobsiTuii 6e3onacHoctu (PCh);

aHTHBHpYCHas 3amuTa (AB3);

obHapyxenue Bropxenuii (COB);

KOHTPOJIb (QHAIM3) 3aUuIeHHOCTH nHopmanuu (AH3);

obecrieyeH e 11eI0CTHOCTH HH(OopMaLMOHHOH cucTeMsbl U uHGopMmaruu (OLUJI);

obecneyenue pocrynHoctd uadopmaruu (OT);

3amuTa cpebl Bupryanu3anuu (3CB);

3ammra Texaudeckux cpeacts (3TC);

3almuTa aBTOMaTHEIIdeBa.HHOI‘:I CHUCTEMBI, €€ CPEACTB, CUCTEM CBsI3H U II€PEAAaYH NaHHBIX;

BbISIBJIEHHE HHLMIEHTOB U pearupoBanue Ha HUX (MHL]) (tonsko mis UCII/IH);

3.3. B cnucok J0/KHBI OBITh BKJIIOYEHBl (YHKLHH 3alIUThI, 00ECIIeYMBAEMbIE IITATHBIMU
cpeactBamu 00paboTku MH@opMmaimu, onepaunonHbiMu cuctemamu (OC), npuxnaaaem I10 u
CIIeNHAIbHBIMH KOMIUIEKCAMH, PeaTU3YIOIMMHU CPEACTBA 3alHTHL

4. OCHOBHBIE NPHUHIHUIIBI IOCTPOCHHUS CHCTEMbI KOMIIJIEKCHOM 3aI[UThI PIH(i)OpMaIlPIH

[Toctpoenue cucremel obecrnieueHust Oe3zonacHOCTH HHGopMauuH KOHTPOIBHO-CUETHOMH
nayiatel Psa3aHckoi 061acTi 1 ee QyHKIHOHUPOBAHHE JOJIKHBI OCYLIECTBIIATHCS B COOTBETCTBUHU CO
CJIEAYIOLMMH OCHOBHBIMH IIPHHIUIIAMH

3aKOHHOCTb;

CHCTEMHOCTD;

KOMILJIEKCHOCTb;

HEIPEPBIBHOCTb,

CBOEBPEMEHHOCTD;

IIPEEMCTBEHHOCTD H HEIIPEPBIBHOCTH COBEPLIEHCTBOBAHMS;

[IEPCOHAJIbHAS. OTBETCTBEHHOCTD;

MHUHUMU3ALHUS [IOJTHOMOYHH;

B3aUMOJCHCTBHE U COTPYAHUYECTBO;

THOKOCTb CUCTEMBI 3aILUTHI;

Hay4Hasi 000CHOBAHHOCTb U TEXHHUYECKAsi peaIi3yeMOCTh;

CrielHaIM3alus U TpOPEeCCUHOHATU3M;

00s13aTeIbHOCTE KOHTPOJIS.

3aKOHHOCTb.

JIaHHBIM PUHLHUI [PEaroJiaraeT OCYIIECTBICHHE 3allMTHBIX MEPONpPUATHH U pa3paboTKy
C3U KoHTponbHO-CUeTHON manarhl Ps3aHCKOH 007acTH B COOTBETCTBHH C JICHCTBYIOLIMM
3aKOHOJATEJILCTBOM B 00JaCTH 3allWThl MHQOpMALMM M JPYTHX HOPMATHBHBIX AaKTOB IIO
6e30macHOCTH HH(OPMALIMK, YTBEPKICHHBIX OpraHaMH roCyJapCTBEHHOH BJIaCTH M YIPaBJICHHUS B
npezenax ux komnereHuud. PabotHuky u o6CTy)KMBaIONIMi epcoHa 3amuInaeMoi nHdopMaruy,
B ToM umcie [1/]H, KonTponbHO-c4yeTHOM nanartel Psi3anckoi 061acTu ObITE OCBEIOMIIEHBI O OPSI/IKE
paboTsl ¢ 3amuiaemMoi nHpopmanuei, B Tom yucie [1/]H, 1 06 OTBETCTBEHHOCTH 3a €€ 3allUTy.

CHCTEMHOCTb.

CucreMuslit moaxon k nocrpoeruto C3U KonrponbHo-cuetHOH nanatsl Pa3zanckoii obnactu
TMpeArnoaraeT yueT BceX B3aUMOCBSI3aHHBIX, B3aUMOIEHCTBYIOUIMX H U3MEHSIOIHUXCSA BO BPEMEHH
3JIEMEHTOB, YCJIOBUH ¥ (PAKTOPOB, CYIIIECTBEHHO 3HAUUMBIX JUISl IOHUMaHHS U pEIeHHUs NpobeMbl
ofecrnieyeHus Oe3omacHocT HHGopmanuu KoHTposibHO-cHeTHOH nanathl Pa3anckon obnacty. [Ipu
CO3/IaHHM CHCTEMBI 3AIMTHI JOJDKHBI YYMTBHIBAaThCS Bce ciabble W Hauboliee ysA3BHMBIE MecTa



cucteMbl 00paboTKH HHPOPMALMH, @ TAKXKE XapaKTep, BO3MOXKHbIE 00BEKThI H HAIIPABJIEHHs aTak Ha
CHCTEMY CO CTOPOHBI HapyIIHTe/eH (0COOEHHO BHICOKOKBATH()HIMPOBAHHBIX 3/I0YMBILLICHHUKOB),

IyTH NPOHUKHOBEHUS B pacmpeneneHHble cucteMbl i HCJl x unpopmamuu. CucreMa 3ammuThl
J0JDKHA CTPOUTBCS C YY4ETOM HE TOJBKO BCEX HM3BECTHBIX KaHaJIOB NMpoHuUKHOBeHHus ¥ HCJI k
HHGOPMALUK, HO U C YYE€TOM BO3MOXKHOCTHU TOSBJICHHUS IPUHIUIHAIBLHO HOBBIX IIyTel peanu3aiuu
yrpo3 6e30macHOCTH.

KommuiekcHOCTb.

KoMIuiekcHOE HCI0/1b30BaHHE METOJO0B M CPEACTB 3allMThI IPEAIOJAracT COriacOBAaHHOE
[IPUMEHEHHE  Pa3HOPOJHBIX CpPEJACTB IIpH TMOCTPOCHHH LEJIOCTHOHM CHUCTEMBI  3allUThI,
TNepeKphIBAIOLIEH BCE CYIIECTBEHHBIE (3HAYMMBbIE) KaHAJBl PEaTM3allid yrpo3 W He colepiKaliei
ciabbIX MECT Ha CThIKax OTACJIBHBIX €€ KOMIIOHCHTOB. 3a111n1:a JAO0JDKHA CTPOUTHCS 3LIEJIOHHPOBAHO.
JIng Kaxaoro kaHajna yTedkd HMHQOpPMALMH M JUI KaXIOH yrpo3sl 0Ge30MacHOCTH JOJKHO
CYILLECTBOBATh HECKOJIBKO 3aIIUTHBIX pyOexeit. Co3laHHe 3alIUTHBIX pyOeKel OCYIIECTBISETCS ¢
y4€TOM TOro, 4YTOOBI [UIi HX MPEOJOJICHHS MOTEHLHAIbHOMY 3JIOYMBILIUICHHHKY TpeOOBaIHCh
npo¢ecCHOHAIbHBIE HABBIKUA B HECKOJIBKHX HEB3aHMOCBSI3aHHBIX 00/1aCTsX.

HenpepbIBHOCTD 3a1UThl HHYOPMALIUH.

3amura uHopmanuu, B ToM uHcie IIJlH — He pa3oBoe MEpONpHATHE W HE IpocTas
COBOKYITHOCTb NPOBEICHHBIX MEPOIPUATHH U YCTAHOBJICHHBIX CPEICTB 3aIllMThI, @ HEMPEPHIBHBIN
1eJIeHaNpaBJICHHBIH Mpolece, MPeAIoIaralolii NPHHATHE COOTBETCTBYIOIMX MEP HAa BCEX dTanax
xusHeHHoro nukiia MC. UC noymkHel HAXOMUTHCA B 3AIMUIIEHHOM COCTOSIHHH Ha MPOTSHKEHHH BCETO
BpEMEHH HX (QyHKIHMOHUPOBaHHUSA. B COOTBETCTBHHM ¢ THM NIPHHIIUIIOM JOJKHBI IPHHAMATHLCS MEPBI
no Hezmomyuenuio nepexoga MC B He3amuieHHOE COCTOSHHE. BOJBIIMHCTBY (H3MYECKHX H
TEXHHYECKHMX CPEJCTB 3alMThI Ul 3()(MEKTHBHOrO BBINONHEHHS CBOMX (YHKUMM HeobXomuma
MOCTOSIHHAS TEXHHUYECKass M OpraHu3alMOHHas (aJMHHHUCTpAaTHBHAs) MOIIEPXKa (CBOEBpEMEHHAs
CMeHa M O00eCleueHHe INPABUIIBHOTO XPAHEHHS M IPUMEHEHHs MMEH, MNaposiel, Kiodei
mu(poBaHus, nepeonpeieeH|e NoJTHOMOUMH 1 T.11.). [TepepsIBEI B paboTe CPeACTB 3alUThl MOTYT
OBITH UCIIOJIb30BaHBI 3JI0YMBIIUICHHUKAMH UL aHAJIH3a IPHMEHSIEMbIX METOJIOB M CPE/ICTB 3alllUTHI,
JJIs BHEJPEHHs CIEHHMAIbHBIX IMPOrPaMMHBIX M aNMapaTHBIX «3aKJIaIoK» H APYTHX CPEICTB
IPEO/IOJICHHS CHCTEMBI 3aIIUThI NIOCJIE€ BOCCTAHOBIICHHS €€ QYHKIIHOHMPOBAHHSI.

CBOEBpEMEHHOCTE.

JIaHHBIA IPHHIMII IPEAIIONAraeT yIpeXKJaloNuil Xapaktep Mep obecriedeHus 6e301acHOCTH
MH(OpMAIMK, TO €CTh NOCTAHOBKY 3ajauy 10 KoMIulekcHoM 3amure UC ¥ peammsauuio Mmep
obecneyenus Ge30macHOCTH MHGOpPMALMM HA paHHUX cTagusax paspaborkd WC B menom, u ee
CHCTEMBI 3alMThl MH(GOpPMAalMH, B YaCTHOCTH. Pa3paboTka CHCTEMBI 3alIMTHI JOJKHA BECTHCH
napajulelibHO ¢ paspaboTKOM W pa3sBMTHEM CaMOH 3allMIIAEMON CHCTEMBL. DTO MO3BOJHMT YYECTh
Tpe6OBaHPIH 0€e30ImacHOCTH IIPpH TPOEKTUPOBAHHUHU aPXUTECKTYPHI U, B KOHEYHOM CYETE, CO3/1aTh Oonee
3¢ dexTUBHBIE (KaK I10 3aTpaTaM pecypcoB, TaK U M0 CTOMKOCTH) 3aIMIIEHHbBIE CHCTEMBI.

IIpeeMCTBEHHOCTD U COBEPILICHCTBOBAHHE.

[Ipenonararor NOCTOAHHOE COBEPIICHCTBOBAHUE MEP U CPEACTB 3alUTHI HHPOPMALMK Ha
OCHOBE MPEEMCTBEHHOCTH OPraHM3allMOHHBIX M TEXHHYECKHX pELIeHHH, KaJApoBOrO COCTaBa,
anamu3a ¢ynkuuoHupoBanuss VC u ee cHCTeMBl 3alIMTHI ¢ Y4€TOM HM3MEHEHMH B METOAaX H
CpeacTBax IepexBara HWH(pOpMalMH, HOPMATHBHBIX TpeOOBaHMH IO 3aIlUTE, JOCTHTHYTOIO
OTEUYECTBEHHOIO M 3apyOeKHOro OIbITa B 3TOH 00JIacTH.

I’Iepcona.m;nax OTBETCTBCHHOCTb.

[Ipeanonaraet BO3/10)KeHHE OTBETCTBEHHOCTH 3a obecnedeHue 6e30MacHoCTH HH(OpMaLHH
M CUCTEMBI MX 00paboTKH Ha Kax/J0ro pabOTHHKA B Ipe/ieNiaX ero oJHOMOYMHA. B cooTBeTCTBHM C©
9THUM NPUHIHUIIOM PACIpPE/IC/ICHHE NpaB M 00A3aHHOCTEH pabOTHUKOB CTPOUTCS TaKUM 00pasoM,
4ToOBl B Cioydae JIOOOro HapylIeHHs KPYr BHHOBHHKOB OBLI YETKO H3BECTEH HJIM CBEIECH K
MHHHMYMY.

anHHHH MHHUMHU3ALUHU TOJTHOMOYHH.

O3HavaeT Npes0CTaBIECHHE 110JIb30BATEISIM MUHUMAIBHBIX MTPaB JOCTYIIA B COOTBETCTBUH C
POU3BOJACTBEHHOH HEOOXOMMOCTBIO, HA OCHOBE NPHHIIHIIA «BCE, YTO HE PA3PELICHO, 3alIPEIEHO).



JlocTyn K 3aimumaemMoi iHGOpMAIMH J0JDKEH MpPeIoCTaBIAsTHCS TONBKO B TOM Ciydae H 00beme,
eCJIH 9TO HEOOXOMMMO PabOTHHUKY /ISl BBITIOJIHEHHUS €ro JOKHOCTHBIX 00SA3aHHOCTEH.

B3aumoeicTBUE H COTPYAHHUYECTBO.

IpemmonaraeT co3jgaHue OaronpusATHOH aTMOChepsl B KOJLUIEKTHBAX IIOAPA3/e/ICHHUH,
06ecrneynBaoIIMX AeSTebHOCTE KOHTPOIBHO-CUeTHOM nanatsl Psi3anckoi 061acTH, Ul CHUKEHUS
BEPOSTHOCTH BO3HMKHOBEHMS HETaTHBHBIX JNEHCTBUM, CBA3aHHBIX C 4eloBeYeCKUM (akTopoM. B
Takoii 0OcTaHOBKe paGOTHUKH JO/DKHBI OCO3HAaHHO COOMIONAaTh yCTAHOBICHHBIE MpaBUiIa |
0Ka3bIBaTh COJCHCTBHE B JEATEILHOCTH OTBETCTBEHHOTO 3a OpraHu3aluio 00paboTKH 3alIUIIaeMoi
uHpopmaiuu, B ToM uucie I1/14, u Anmunncrpatopa MC.

['HOKOCTh CHCTEMBI 3L Thl HHPOPMALIHH.

[IpUHATBIE MEPBI U YCTAHOBJICHHBIE CPEJCTBA 3aIlMTHI, OCOGEHHO B HAYaJIbHBINH MEPUOJ UX
KCILTyaTalliK, MOTYT 00€CIIeYHBaTh KaK YPEe3MEPHBI, TaK M HEJOCTATOYHBIH YPOBEHb 3alUTHL. Jljis
obecreyeHnss BO3MOXKHOCTH BapbHPOBAHUS YPOBHEM 3allMINEHHOCTH, CPEACTBA 3ALMTHI JOJDKHBI
obnanarh onpeieaeHHOH rHOKocTbI0. OCOOEHHO BaXXHBIM 3TO CBOMCTBO SIBIIETCS B TEX CIydasX,
KOTJia yCTAHOBKY CpPEICTB 3alIHUTHl HEOOXOMMMO OCYLIECTBJIATH Ha pabOTalOLIyl0 CHCTEMY, He
Hapylas [mpoiecca ee HOpMaIbHOTO (QyHKIIMOHHPOBAHHS.

Hay4nasi 060CHOBAaHHOCTh M TEXHHUYECKAs! pEaIi3yeMOCTb.

WHpopManMOHHBIE TEXHOJIOTHH, TEXHHYECKUE U TIPOrPAMMHBIE CPEZICTBA, CPEICTBA H MEPBI
3aIUThl HHPOPMALMK JO/DKHBI OBITH pealn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHs HayKH H
TEXHHKH, Hay4HO OOOCHOBAHBI C TOYKH 3PEHHs NOCTHXKEHHs 3aJaHHOTO YPOBHS 0€301IacHOCTH
vHQOpPMAUMK M JOJDKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHUAM 110
6e3onacHocTd HHpopMmaruu. C3U nomkHa ObITh OPUEHTHPOBAHA HA PELICHHS, BO3MOXKHBIE PUCKH
JUISl KOTOPBIX B MEPBI IPOTHBOJEHCTBUS STUM PUCKAM IPOLUIH BCECTOPOHHIOK TEOPETHYECKYIO U
IPaKTHYECKYIO [IPOBEPKY.

Crnenuanu3aius 1 npoheCCHOHAIU3M.

[IpeamnosaraeT npuBiieYeHHE K pa3paboTKe CPEACTB H pealH3allii MEP 3alUThl HHPOpMaLKU
CIENMATM3UPOBAHHBIX OpraHu3alui, Hauboiee MOArOTOBIECHHBIX K KOHKPETHOMY BHIY
NEATENbHOCTH 10 ofecredyeHuio 0e30macHOCTH HH(OpMAIMK, HUMEIOIIUX OIBIT IPaKTHYECKOH
paboThl ¥ IOCYHApPCTBEHHYIO JIMIEH3HIO Ha NPaBO OKa3aHMs YCIYr B 9TOH obnacTu. Peamusauus
aJMHHMCTPATHBHBIX MEp M OKCIUIyaTal¥s CPEACTB 3allMThl JIOJDKHA  OCYIIECTBIISATHCSA
NpoQeCCHOHANIBHO TOArOTOBJIEHHBIMHU crenuanucTaMid KoHTpobHO-cYeTHOW manarsl Ps3aHCKo#
001acTH.

O0s13aTeIbHOCTD KOHTPOJIA.

[Ipeamonaraer 00s3aTENBHOCTD H CBOEBPEMEHHOCTDL BBIABJICHHS M IPECEYEHHS MOIBITOK
HapyIIEHHs YCTAHOBJICHHBIX NpaBWl obecreyeHus O6e30macHOCTH HMH(OpMAlUMM HA OCHOBE
MCIIOJb3yEeMBbIX CHCTEM M CPEACTB 3alIMThl MH)OPMALUK NPU COBEPLICHCTBOBAHHHM KPUTCPUEB U
METOJIOB OIIEHKH 3 PEKTUBHOCTH ITUX CHCTEM U CPEICTB.

KOHTpOJIb 3a JeATeNbHOCTBIO JIIOOOro MOJIB30BaTeNs, KaXIOro CPEeICTBA 3allUThl U B
OTHOLIEHUH J0O0ro 00beKTa 3aIIUTHI JODKEH OCYLIECTBIATHCS HAa OCHOBE NPUMEHEHHUsS CPEICTB
OINEPAaTHBHOTO KOHTPOJISI U PETHCTPALIMH H JIOJDKEH OXBAThIBaTh KaK HECAHKIIMOHMPOBAHHBIE, TAK U
CaHKI[HOHMPOBAHHbIE AECHCTBUS I10JIb30BaTENIEH.

5. Tpe6oBanus k noacucremam C3U

C3U wuMmeroT pa3nu4HbId (YHKIHOHAT B 3aBHCHMOCTH OT YPOBHS 3alIMIICHHOCTH
uHpopmanuu, obpabareiBaeMoit B KoHTpobHO-cueTHOM nanare Pazanckoi obnact.

Mepsl 10 HAEHTHQUKAIMK U ayTeHTH(GHUKAUKKH CyOBEKTOB J0CTyNa H OOBEKTOB A0CTYIIa
JOJIDKHBI obecrieunBaTh IIPUCBOCHHUC C}’6'bCKTaM U oOBEeKTaM JO0CTYyIIa YHHKAJIbBHOTI'O IIpH3HAKa
(uneHTH(HUKATOpPA), CPABHEHHE MPEIBABIAEMOro CyObeKTOM (00BEKTOM) I0CTyNa HAEHTH(QHKATOpA
C NEPEYHEM IIPUCBOCHHBIX I/II[CHTHQ)HK&TOPOB, a TaKXXE€ IPOBCPKY IMNPUHAMJICIKHOCTH Cy6’bCKTy
(06BEKTY) IOCTYIIA IPEBSBICHHOIO UM HACHTHQHKATOpa (MOATBEPKACHHE MOTIAHHOCTH).



Mepbl 10 ympaBiIeHHIO JAOCTYNOM CYOBEKTOB A0CTyma K OOBEKTaM JOCTyNa JOJDKHBI
obecrieynBath yrpapJieHHE TpaBaMH ¥ IPUBHIECTUSIMH CyOBEKTOB AOCTYIIA, pa3rpaHU4YEHUE 10CTYyIIa
cyOBeKTOB gocTyna K O0OBEKTaM JOCTyNa Ha OCHOBE COBOKYMHOCTH YCTaHOBJIEHHBIX B
HHOOPMALIMOHHON CHCTEME IpPaBHJI pa3rpaHUuYEHHsl JIOCTyNa, a Takxke oOecreuuBaTh KOHTPOJIb
cOOMIOCHUS ATUX [TPaBHIL

Meps! M0 OrpaHUYEHHIO MPOTPAMMHON Cpelbl JOJDKHBI 0OecreunBaTh YCTAaHOBKY U (WUJIN)
3allyCK TOJIBKO Pa3pelleHHOr0 K MCIOJIb30BAaHHIO B HH(OPMAIMOHHOM CHCTEME MPOTrpaMMHOIO
00€CreYeHUsT MM HCKIKYaThb BO3MOXHOCTb YCTAHOBKM M (MJIM) 3alyCKa 3alpelieHHOro K
KCIIOJIL30BAHUIO B HHOPMAIIMOHHON CHCTEME ITPOrPaMMHOI0 00ecredeHusl.

Meppb! 10 3amMTe MANIMHHBIX HOCHTENEH MHpOpMaluH JOKHBI 00ecreYnBaTh KOHTPOJIb
JI0CTYIa K MAIIHHHBIM HOCUTENISIM HHPOPMALIMK U yYeT, KOHTPOJIb IEPEMELLICHHUS H HCIIOIb30BAHHS.

Mepbl 1o peructpanuu coObITHH 0€30MacHOCTH MOKHBI obecrieynBaTh cOOp, 3amuCh,
XpaHEHHE U 3alUTy HHPOPMAIIHH O COOBITHAX O€30MacHOCTH B MH(POPMALIMOHHON CHCTEME, a TaKKe
BO3MOJXKHOCTB IIPOCMOTpa ¥ aHaIM3a HHPOPMALIUU O TAKUX COOBITHSX U pearipOBaHUE HA HHX.

Mepsl 10 aHTUBUPYCHOM 3alUTe 10JDKHBI 0OecneynBaTh 0OHapyxeHue B HHPOPMALMOHHOM!
CHCTEME KOMIIBIOTEPHBIX IPOrpaMM JIHO0 MHOH KOMIBIOTEPHOM MH(MOpPMALUH, NpeIHa3HAYEHHOM!
JUls HECAHKIIMOHHPOBAHHOIO YHMYTOXEHHUs, OJOKMpOBaHHUS, MOAU(HKAIMHU, KOIMUPOBAHHUS
KOMIIBIOTEPHOH HWH(OpMAIMM WM HEWUTpalM3allMUd CpEJICTB 3alIMThl HH(OpPMAIMH, a TaKxke
pearupoBaHHe Ha OOHApy)KEHHE 3TUX NPOrpaMM H HH(POPMAIIHH.

Mepel 1o oOHapyXeHUIO (NpeJOTBpAIlEHUIO) BTOPXKEHHHM JOJDKHBEI 00OecreunBaTh
obHapyxeHHe JaeHCTBHH B HHGOPMALMOHHOH CHCTEMe, HAIpaBJICHHBIX Ha IIpeJHAMEpEHHbIH
HECAHKIIMOHHPOBAHHBIN JOCTYI K HHOPMAIMH, CTIeLHATbHBIE BO3IEHCTBUS Ha HHYOPMAIIHOHHYIO
CHCTeMY U (MJIH) HHGOPMAIIUIO B IEAX €€ NOObIBaHUS, YHHYTOKECHHUS, HCKAXKEHHS U OJIOKHPOBAHMUS
JOCTyNa K HHGOpMAIIHH, a TAK)KE pearipoBaHHE Ha 3TH JICHCTBHS.

Mepbl Mo KOHTpONIO (aHANW3y) 3alIUMIIEHHOCTH HH(OPMAIMH JODKHBI 00ecreynBaTh
KOHTPOJIb YPOBHS 3allMINCHHOCTH HHGOpMaluH, coiepkauieicss B HHGOPMALHMOHHOW CHCTEME,
IlyTEeM M[pPOBEAECHHS MEPONPHATHH 10 aHAIM3y 3ALIMLIEHHOCTH HHMOPMAIlMOHHOM CHCTEMBI M
TECTHPOBAHUIO €€ CUCTEMBI 3aLIUThl HH(OPMAIIUH.

Meps! 110 obecreyeHuIo 1eTOCTHOCTH HHPOPMALMOHHOM CHCTEMBI U HHOOPMAIIMH JIOJIKHEI
obecrneunBaTh OOHapyXeHHE (PAKTOB HECAHKLIMOHHPOBAHHOIO HApPYIIEHHS LEJIOCTHOCTH
MHOOPMALMOHHON CHCTEMbl M COJep)Kalleicss B Hed HHpOpMaluh, a TakkKe BO3MOXKHOCTH
BOCCTAHOBJICHHS HH)OPMALMOHHON CHCTEMBI U COZICPIKALIEHCS B HEH HH(POpPMAIIHH.

Mepbl 1o ofecrnedeHHIO  JOCTYMHOCTH  MHPOpPMalMM  JOJDKHBI — oOecreunBaTh
aBTOPH30BAaHHbIA JOCTYIl MOJb30BaTENCH, HMEIOIIMX MpaBa MO TaKOMY IOCTYIy, K HH(popMmauuy,
cozepaimeiicss B HMHGOpPMAIMOHHONW CHUCTEME, B INTATHOM peXuMe (OYHKIHOHUPOBAHHS
MHPOPMALMOHHON CHCTEMBI.

Mepsl 1o 3ammTe cpeAbl BUPTyalIU3alldd JOJDKHBI HMCKIIOYATh HECAHKLIMOHUPOBAHHBIH
noctyn K uHpopmauuu, obpabaTbiBaeMON B BUPTyalbHOM HHQPACTPYKType, H K KOMIIOHEHTaM
BHPTYaJIbHOM HHPPACTPYKTYPHI, @ TAKXKE BO3JEHCTBHE HAa HHYOPMALIUIO U KOMIIOHEHTEI, B TOM YHCJIe
K CpeJICTBaM YIIpaBJICHHS BHUPTYaJIbHOH HHQPACTPYKTYpOH, MOHHMTOPY BHPTYaJIbHBIX MAlHH
(runepBH30pYy), CUCTEME XPaHEHHs AAaHHBIX (BKJIIOUas CHCTEMY XpaHEHHUs 00pa3oB BUPTYaIbHOMH
UH(PACTPYKTYphl), CETH INEpelayd JaHHBIX 4Yepe3 JJIEMEHThl BUPTYAIbHOH WM (PU3HYECKOMH
HH(pPACTPYKTYpBl, TOCTEBBIM OMEPAIIMOHHBIM CUCTEMAaM, BUPTYalbHBIM MalliHaM (KOHTEHHepam),
CHCTEME U CETH PEITMKAIIMU, TEPMUHATBHBIM H BUPTYaIbHBIM YCTPOHCTBAM.

Mepbl 1o 3amMTe TEXHHYECKHX CPEICTB JOJDKHBI HCKIIOYaTh HECaHKIMOHMPOBAHHBIN
JAO0CTYIlI K CTAlUOHAPpHBIM TCXHUYCCKHM CpCACTBaAM, O6pa6aTbIBa}OH.lPlM HH(bOpMaIIH}O, CpeaACTBaMm,
obOecneynBarOmUM  (QYHKUMOHUpOBaHHE MH(POPMALMOHHON cHCTeMbl (Hajiee - CpejacTBa
obecrieyeHusi PyHKIIMOHUPOBAHUS), U B IOMEIIEHHUS, B KOTOPBIX OHU IOCTOSIHHO PACIOJIOMKEHBI,
3aIIATY TEXHHYECKUX CPEICTB OT BHEIIHMX BO3JCHCTBHH, a Taike 3amuTy HHGPOpPMAIUH,
Ipe/ICTaBJIEHHOM B BHe HH)OPMATHUBHBIX IEKTPUYECKHX CUTHAJIOB U (PU3HYECKUX TOJIECH.

Mepsl mo 3amuTe UHGOPMALMOHHOM CHUCTEMBI, €€ CPEACTB, CHCTEM CBS3H M II€penavyu
JIAaHHBIX JOJKHBI 00€CIeYHBaTh 3aIMTy HHG)OPMAIMH NMpPH B3aHMOACHCTBHH HH()OpPMALMOHHOM



CHCTEMBl HJIM €€ OTHCHbHBIX CErMEHTOB C MHBIMH HH()OPMAIMOHHBIMH CHCTEMaMH |
HH(POPMAIMOHHO-TEIEKOMMYHHKALMOHHBIME  CETSIMH ITIOCPEJICTBOM TNPUMEHEHHS apXHUTEKTYPhI
MH(POPMALIMOHHOM CHCTEMBl, NPOEKTHBIX peLIeHHH II0 ee CHCTeMe 3alluThl HHpOpMaIHH,
HAIpaBJICHHbIX Ha o0ecreueH e 3aUThl HHHOPMAIIUH.

Meps! 110 BBISBICHUIO HHIMAECHTOB ¥ PEarMpoBaHUIO HA HUX HAIPABIICHBI HA ONpe/e/ieHHe
JIML, OTBETCTBEHHBIX 3a BBISBIECHHE HHIIMJICHTOB W pearupoBaHUE Ha HHUX, OOHapyXeHue,
HJICHTH(UKALMIO ¥ PETHCTPAIMIO HHIMIECHTOB, a TAK)Ke Ha CBOEBPEMEHHOE HH()OPMHUPOBAHHE JTHIL
0 BO3HHUKIIHX MHIIUJACHTAX B PIH(bOpMaLII/IOHHBIX CUCTEMaAX NEPCOHAJIBHBIX JTAHHBIX.

Mepsb! 10 ynpaBieHUIO KOHGHUrypauueid HHQOPMALMOHHOW CHCTEMBI U CHCTEMBI 3aLHTHI
MEPCOHANBHBIX [JAaHHBIX JO/DKHBI OOECHEYHTh yIpaBlIeHHE W3MEHEHHSIMH KOH(QHUrypaunuu
MH()OPMAIMOHHOM CHCTEMBI, AHAJIM3UPOBATh MOTEHUUAIBHOE BO3JACHCTBHE IIAHUPYEMBIX
H3MEHEeHUH B KOHQHUrypauud HHOOPMAIMOHHON CHCTEMBI W CHCTEMBI 3aIIUTHI ME€PCOHAIBHBIX
JTAHHBIX, @ TaK)Ke ONPEJIEJICHHIO JIHL, KOTOPhIM pa3pelIeHbl ACHCTBUS 10 BHECEHHUIO U3MEHEHHH B
KOH(UTYypaIiio HHPOPMALHOHHON CHCTEMBI H CHCTEMBI 3alLUThI IEPCOHABHBIX JaHHBIX.

6. Ilomp3oBarenn HHPOPMALMOHHBIX cHCTeM KOHTpoNbHO-CYeTHOW manatsl Ps3aHcKoOi
obactu

B KonTtpospHO-cyeTHOM nanare Psa3anckoi 061acTH MOKHO BBIIETHTH CIEAYIOLIHE TPYIIIbI
10JIb30BATEJIEH, YYaCTBYIOIMX B 00pabOTKE M XpaHEHUH 3allUIaeMoil HHYOPMAIIMH, B TOM YHCIIE
MEPCOHAIBHBIX JAHHBIX:

angmuHucrparop Ub;

agmunuctpatop UC;

T10JIb30BaTE/ b HHYOPMALIMOHHBIX CHCTEM.

Anmunucrpatop Ub.

Anvmunuctpatop UB — pabotHuk KoHTposbHO-cueTHOM mnanartel PssaHckoi o6nactw,
OTBETCTBEHHBIH 3a (¢QyHKkunoHupoBanue C3M, Bxmowas oOcioy)XKHBaHHE M HAaCTPOMKY
aJIMHHHCTPAaTUBHOM, CEPBEPHON U KIMEHTCKOH KOMIIOHEHT.

Anmunuctpatop Ub obnazaer ciaenyromyM ypoBHEM AOCTYIIA U 3HAHHIA:

- obmnaaer npaBaMu AJIMHHHCTPATOPA,;

- obnanaet nosiHo# uHpopmanuei 06 UC;

- MMEET JIOCTYIl K CPEJCTBAM 3alIUThl HHPOPMAIIMU U TPOTOKOJIHPOBAHKS M K YacCTH
KJIFOUYEBBIX 3jieMeHTOB UC;

- HEe HMMEeT IpaB J0CTYNa K KOH(QHUIYPHPOBAHHIO TEXHHYECKHX CPEACTB CETH 3a
HCKJIIOYEHHUEM KOHTPOJIBHBIX (MHCIEKIIHOHHBIX ).

Anmvunucrpatop Ub ynonnomouen:

- peanu30BbIBaTh MOJUTHKH Oe3omacHOCTH B yacTH HacTpoiiku CK3U, mexceTeBhIX
5KPaHOB M CHCTEM OOHapyKEHHUS aTak, B COOTBETCTBUH C KOTOPBIMHE moJib3oBaress (Oneparop APM)
IOJIy4aeT BO3MOXKHOCTh paboTats ¢ anementamu UC;

- OCYILECTBJISTh ayIUT CPEJICTB 3aAILUTHI;

- yCTaHaBJIMBATh JOBEPHTEIbHBIE OTHOLICHUS CBOEH 3AIUMIIEHHOM CETH C CETAMH
JOPYTHX Y4peKIeHUuH.

Anmunuctparop UC.

Anvunuctpatop — pabotHuk KOHTponbHO-cueTHO#M manatel Pssanckod o6nacty,
OTBETCTBEHHBIM 3a HACTPOMKy, BHeapeHue u  compoBoxaeHue MC, obecrneunBaer
(GyHKIMOHHPOBaHHE TMOACHCTEMBI YympapieHHus poctynoM MC u yrnmoJHOMOYEH OCYIIECTBIISATH
NPEJOCTaBIICHHE M pasrpaHUYeHHE JOCTylla KOHeyHoro mnoJs3oBatens (Omnepatopa APM) k
3J€MEHTaM, XPaHAIIHM 3alHIIaeMy 0 HHPOPMAIHIO.

Anmunuctpatop MC obnanaer cienyromuM ypoBHEM J0CTYIIa H 3HAHUI:






